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County of McHenry Purchasing Department

Procurement Executive Summary

January 20, 2023

Requesting Department: Information Technology

Procurement Name: Cymulate Extended Security Posture Management Proprietary Software
Recommended Vendor: Insight Public Sector

Amount of Award: $105,362.67 annually for 3 years; Total $316,088.00

Notification and Response

Bid/RFP Due Date: n/a

Bids/Proposals Received: n/a

Prevailing Wage: Yes Not Applicable __X__
Proprietary: Yes X  No_

Award Statement

This proprietary software, Cymulate Extended Security Posture Management, gives the County the ability to
assess its defensive controls against the latest threats. Extended Security Posture Management increases IT
efficiency by automating activities such as threat intelligence testing, red teaming, and security drift
prevention; by prioritizing security gaps so that there is no wasted time spent on secondary issues. Cymulate’s
Endpoint Security vector will allow the County to deploy and run simulations of full attack scenarios (e.g.
ransomware or implementation of MITRE ATT&CK TTPs) on a dedicated endpoint in a controlled and safe
manner, comprehensive testing that covers all aspects of endpoint security.

Article 10, S10-101 of the Purchasing Ordinance authorizes cooperative purchasing in the County. OMNIA
Partners Public Sector meets or exceeds the County’s Purchasing Ordinance requirements and has awarded
Insight Public Sector contract #4400006644 for Cymulate software. The Director of Purchasing and the
Director of Information Technologyagree to award this contract to Insight Public Sector of Chandler, AZ.

Vendor Software service & support
$105,362.67 annually for 3 years
Insight Public Sector Total $316,088.00




