RESOLUTION - SUPERMAJORITY

Resolution Authorizing a Contract with Insight Public Sector SLED to Provide Cymulate
Extended Security Posture Management Software Using McHenry County’s Allotment of
ARP Act 2021 and Emergency Appropriation to FY23 Non-Departmental Budget (20)

WHEREAS, the United States Congress took action to provide financial assistance to state and
local government across the United States to both mitigate the financial impacts of COVID-19 as well as
stimulate economic recovery; and

WHEREAS, the County understands that data and infrastructure security is of the utmost concern;
and

WHEREAS, security threats to the data and infrastructure are ever-evolving on a daily basis; and

WHEREAS, the County requires a toolset to evaluate this ever-evolving threat landscape on a
consistent basis; and

WHEREAS, Cymulate Extended Security Posture Management is the software toolset that
enables this ability; and

WHEREAS, Cymulate Extended Security Posture Management Software can be purchased
through Insight Public Sector SLED via the OMNIA Partners Public Sector Contract #4400006644
cooperative purchasing agreement; and

WHEREAS, the purchase will be a three-year term at a total cost not to exceed $316,088.00 or
$105,362.67 annually; and

NOW, THEREFORE BE IT RESOLVED, by this County Board of McHenry County, lllinois, that it
hereby authorizes the following emergency appropriation of the following budget line items for the Fiscal
Year of 2023 budget.

Revenue:
099100-91-90-9000-221 $316,088.00

Expenditures:
605000-60-90-9000-221 $316,088.00

BE IT FURTHER RESOLVED, by this County Board of McHenry County, lllinois, that it hereby
authorizes and directs the Director of Purchasing to execute the necessary documentation to enter into a
three-year contract with Insight Public Sector SLED to provide Cymulate Extended Security Posture
Management Software.

BE IT FURTHER RESOLVED, that the County Clerk is hereby authorized to distribute a certified
copy of this Resolution to the Director of Information Technology; the Director of Purchasing; the County
Auditor; the Chief Financial Officer; and the County Administrator.

DATED at Woodstock, lllinois, this 21st day of February, A.D., 2023.
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Michael Buehler, Chairman
McHenry County Board
ATTEST:

Joseph J. Tirio, County Clerk
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McHenry County Board Meeting: February 21, 2023

HC H County Board Room Department: Information Technology

Woodstock, IL 60098 Prepared By: Sabrina Boone
MCHENRY COUNTY-IL

RESOLUTION

SUBJECT:  Resolution Authorizing a Contract with Insight Public Sector SLED to Provide
Cymulate Extended Security Posture Management Software Using McHenry
County’s Allotment of ARP Act 2021 and Emergency Appropriation to FY23 Non-
Departmental Budget (20)

Board / Committee Action Requested:

To approve Resolution Authorizing a Three-Year Contract with Insight Public Sector SLED to
Provide Cymulate Extended Security Posture Management Software Using McHenry County’s
Allotment of ARP Act 2021 and Emergency Appropriation to FY2023 Non-Departmental Budget.

Background and Discussion:

Cymulate Extended Security Posture Management Software will strengthen the County’s data
and infrastructure security posture. Cymulate Extended Security Posture Management Software
will enable the County to assess its defensive controls against the latest ever-evolving threats.
Since these threats are ever-evolving on a daily basis, we need a toolset that enables us to
evaluate our security posture on a consistent basis. Cymulate enables automation of security
activities such as threat intelligence testing, red teaming, and security drift prevention.
Additionally, Cymulate’s endpoint security vector will allow simulation of full attack scenarios of
ransomware, and other malware in a controlled and safe manner.

Insight Public Sector SLED is able to provide this three-year contract to provide Cymulate
Extended Security Posture Management Software utilizing OMNIA Partners Public Sector
Contract #4400006644 at a cost not to exceed $316,088.00

Impact on Human Resources:
None.

Impact on Budget (Revenue; Expenses, Fringe Benefits):
Approval will result in distribution of a total of $316,088.00 from the Special Revenue Fund: 221 -
American Rescue Plan Fund.

Impact on Capital Expenditures:
None.

Impact on Physical Space:
None.
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Impact on Other County Departments or Outside Agencies:
None.

Conformity to Board Ordinances, Policies and Strategic Plan:

None.
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